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1 Log-in Access

A link to Employer OnLine is available on the UPMC Health Plan website homepage. The Employers
link is located in the middle of the homepage.

http://www.upmchealthplan.com/
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Figure 1 - UPMC Health Plan Website Homepage

By clicking on the Employers link, users go directly to the Employer OnLine section of the UPMC
Health Plan website.
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Figure 2: Main Page for Employer OnLine T UPMC Health Plan Website

Figure 2 isthe UPMCI| S| f (i Kemplofyer hrEpage T which provides publicly accessible
information designed for potential or existing employer groups associated with UPMC Health Plan.

Employer Online is a private portal designed with customized functionality and accessibility to meet
SIFOK SYLJX 28SNJ ANRdzLJIQa ySSRao®

On the left-hand navigation menu, there is a box for authorized users to enter their established user
ID and password to gain access to the secure employer portal.

1.1 Entering the User ID and Password

A user ID and password are required to gain access to the secure employer information. Enter them as
shown in the box displayed in Figure 3.
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EMPLOYER LOGIN

USER ID:

[ LOGIN |

Forget your User |ID?

Forgot your Password?

If you need assistance, please call
our Help Desk at 1-800-937-0438.
Representatives are available
Meonday through Friday from 8 a.m.
to 5 p.m.

Figure 3 - Log-in Box

The user ID is a unique identifier assigned to the user when he or she registers for access to Employer
OnLine. The password must be a minimum of eight letters, numbers, or characters and is case
sensitive. Once the credential information is entered, the user clicks on the LOGIN button.

Note: If the user registered and used the old Employer OnLine, he or she will not be able to use his or
her old password. He or she will have to create a new password to use the new Employer OnLine.

This will grant the user access to the secure Employer OnLine.

1.2 Overview and Purpose of Tricipher

To provide additional securityto! t a/ | SFf 0K tfl yQa & peideh&ndLI2 NI | f
employers, Tricipher was added, which isa multifactor anti-phishing authentication device. The

Tricipher authentication is able to not only verify the user, but also the terminal (PC, laptop, etc.),

from which the user is accessing the portal(s). This makes it necessary for users to validate themselves

on each field on which they access the portal by answering the secret challenge question with the

correct response. During the registration process, users choose three questions to answer and a

aSOdzNR G & A Ytbithish ti2yNisign @ ghias. Yhés becomes part of their normal sign-in

process.

Authentication is restricted to three sign-in attempts. After the third failed sign-in attempt, the
account is locked and the user is required to contact the Health Plan Help Desk at 1-800-937-0438 to
resolve the situation.

1.2.1 Log-in for Users Who Are Active, But Not Currently Enrolled in Tricipher

Users who already have active accounts will have to register for Tricipher authentication.
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1. The user logs in using his or her current user ID for Employer OnLine (see Figure 4 below).

UPMC HrALTH PLAN

Where you belong. . -

ealth Plan Home

User Login

Flease enteryour userid ta login to HealthPlan Online.
Ifyou forgot your user id, use the | forgot my userid link below.

HealthPlan Online Login:

YserD | forgot my user id

Figure 4: Tricipher: Login with Employer OnLine User ID

2. After the user enters his or her user ID, the user is prompted to enter the current password.
(See Figure 5 below.)

UPMC HeALTH PLAN

Where you belong.

UPMC Health Plan Home

HealthPlan Online Login

Enter your password to login to HealthPlan Online.
Ifyou cant rememberyour password, use the "l forgot my password” link helow,

HealthPlan Online Login:

| forgot my Passwaord

Password

Figure 5: Tricipher: Enter Current Employer OnLine Password
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3. The user is then prompted to select and answer three security challenge questions. (There are
ten challenge questions in which to choose from. The three shown in this illustration are
examples.) It is important for the user to remember his or her challenge questions and
answers (see Figure 6 below).

UPMC HreALTH PLAN

Where you belong.

UPMC Health Plan Home

Set Challenge Questions/Responses

Flease choose three distinct questions and Answers.

Fleasze keep note of your Gluestions and Answers, a5 you will be required to answer therm ifthere are ever problems with yaur
account.

Challenge Questions

Challenge Question #1 : |What town were you barn in? V|

Challenge Answer #1 : |F'ittsburgh |

Challenge Question #2 : |What is your favarite Sports team ¢ V|

Challenge Answer #2 : |Stee|ers |

Challenge Question #3 : |What i5 your favarite color? V|

Challenge Answer #3 : |Ellue| |

Figure 6: Tricipher: Answer Three Security Challenge Questions
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4. After the user establishes his or her challenge questions and submits them, the user will need
to choose a security image. (Each time the user logs in, he or she should look for this image
and the corresponding phrase to be assured the website is a legitimate UPMC Health Plan
website.) The left-hand navigation bar can be used to display more images for the user to
choose from (see Figure 7 below).

UPMC HEALTH PLAN

Where you belong. UPKC

Health Plan Home

5] The picture you select will be something you should look for each time you log into
HealthPlan. You should see the picture you select before you enter your password thereby

Abstract providing you confidence you are at the legitimate HealthPlan site. This simple confidence
Nk component functionality will help thwart anyone attempting to fool you into giving your
NALUrE password to a fake HealthPlan site. You will only see this picture when you are at the

. legitimate HealthPlan site.
Objects

Select new image either by clicking the "Select this image"

People link underneath the image or by clicking on the actual image.
Places
Sports
Technology

Transportation
Select this Image Select this Imaqge

Select this Imaage Select this Image

Select this Imaqge Select this Imaqge Select this Imaage
J .
Select this Imaage Select this Image Select this Imaage

Figure 7: Tricipher: Selecting a Security Image
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After the user chooses the security image, he or she will need to provide a message to
associate with the image. The message can be as simple or as complex as the user desires. This
message will always be displayed with the selected image from the previous step. If upon
subsequent log-ins, the image and/or the message are not what the user established at initial
setup, the user should not continue with the log-in process (see Figure 8 below).

UPMC HearTH PLAN

Where you belong.

UPMC Health Plan Home

Enter Welcome Message

The welcome message you select will be something you should look for each time you log into HealthPlan, ou should see the
welcome message hefore you enter your password thereby providing you confidence you are atthe legitimate HealthPlan site.
This simple confidence campanent functionality will help thwart anyone atternpting to foal you inta giving your password to a fake
HealthFlan site. You will anly see this picture and welcame message when you are atthe legitimate HealthFlan site.

Secure Welcome Message

Enter Welcome Message
GOLF

Mext
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Figure 8: Tricipher: Establishing a Welcome Message
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6. Next, the user will be prompted to enter a new password. The password must be between 8
and 14 characters and contain at least three upper case letters and three numbers. (There is a
link on the password change screen to assist the user in creating a strong password.) (See
Figure 9 below.)

UPMC HearrH Pran

Where you belong.

ealth Plan Home

UPMC Health Plan Change Password

Filling out the Fields on this page, will allow you to change your password.
Please enter the Password you would like to change it to in the fields helow. This will be an immediate change.

Change Password

User Mame: Abbottk

Mews Password: | |

Confirm Password: | |

Pasgword rmust be between 8 and 14 characters long and
contain at least three of the following:

o UpperCase Character

+ Mumber

Strong Password Guidelines

Figure 9: Tricipher: Change Password Screen

7. After the password is submitted, the user will then go to the Employer OnLine homepage.
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1.2.2 If the User Account Is Locked

1. LT GKS dza SN A& | 002 dzy (passward attenprg, theRollowidgdnestage dzy a
will appear (see Figure 10 below).

UPMC HEeALTH PLAN

Where you belong.

JPMC Health Plan Home

UPMC Health Plan Challenge Questions and Answers

Flease Answer the fallowing Questions so that we can Verify vour ldentity. Answering these questions helps us protect waur
account from intruders.,

What is your favotite pets name? 6 There is currently an issue with your

account and it has been temporarily
Scooby Dool locked

Flease tu:u contact the Help Desk.

Figure 10: Tricipher: Locked Account

2. Next, the user should select click here link from the highlighted area above. A screen with the
Health Plan Help Desk contact information will appear. Both the phone number and e-mail
address are provided (see Figure 11 below).

UPMC HEeALTH PLAN

Where you belong.

UPMC Health Plan Home

Contact the Help Desk

If you forgot your User ID or need assistance, call our Help Desk at 1-800-837-0438 or click here to send an e-
mail

Representative Hours:

Members, Employers, and Brekers — Monday through Friday from & a.m. to & p.m. and Saturday from & a.m
to 3 p.m
Providers — Monday through Friday from & a.m. to 3 p.m

Figure 11: Tricipher: Health Plan Help Desk Information

1.2.3 Logging In for the First Time

When the user tries to log in to Employer OnlLine after initial registration T and also after the initial
session with Employer OnLine T the log-in screens will appear slightly different to the user.
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The user will first be asked to enter his or her user ID. The user will then be asked to answer one of
the challenge questions. After answering the challenge question correctly, the user will be presented
with the security image and corresponding phase.
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2 Frequently Asked Questions

If a user wants to establish an account for Employer OnLine, what steps are required?
e Go to the Employer OnLine public website www.upmchealthplan.com/employers

I £A01 2y 6bSo iNthebHidboxSIAAGNI GA2YE

Compt S48 G(KS &I SHEdK tfly hy[AyS 9oYLX288NJ 2806

Mail to:

UPMC Health Plan Employer Group Contracts
One Chatham Center, Suite 900

112 Washington Place

Pittsburgh, PA 15219

The user will receive confirm from his or her Account Manager that their login has been created.

How can users change their password?

Users can change their password by selecting the ¢Forgot your user ID?€ option during the log-in
process. This will present users with challenge questions and allow them to change their password.

What if a user suspects someone knows his or her password?

The user has the option to continue to use the current password until it expires or to change it
immediately. The user can initiate a password change by selecting the 0Forgot your user ID?€ option
during the log-in process. The user will have to answer challenge questions, which will also allow him
or her to change the current password.

How can the user change his or her password?

The user enters his or her user ID, current password, and desired new password. The new password
will be entered twice. Once all information is entered, the user must click on Submit Changes for the
new password change request to become effective. A message indicating that the user has
successfully changed the password will be displayed.

The user will be returned to a log-in screen after the successful password change. The user will need
to re-enter the user ID and newly created password to gain access to Employer OnlLine.

2 KIFd KFLIWISya AF GKS dzaSNRa | 002dzyd Aa Ayl O0A@SK

If the user signs in with his or her user ID and the account is inactive, he or she will receive a message
to contact the Help Desk. If the user knows the account is inactive before signing in, he or she can
contact the UPMC Health Plan Web Support Development Group at 1-800-937-0438.

2 KIG AF (KS dzans &daunt h&s Wekdin@itaGive) ard fid ofshe wants to log on?

When the user tries to log in, he or she should be directed to the UPMC Health Plan Help Desk page.
The UPMC Health Plan Web Support Development Group telephone number, which is 1-800-937-
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0438, and the e-mail address for the Help Desk will be listed on this page. The user can call the phone
number or send an e-mail to request assistance.

What happens if the user forgets his or her password?

After the user enters his or her user ID, a prompt for the password appears. Instead of entering the
password, the user should choose the Forgot your user ID? link. The user will then need to answer
some of the security questions established during the initial registration process. Answer this
guestion(s) and submit the answer(s). The user will then be prompted to reset his or her password.

What if the user cannot access Employer OnLine even after entering the user ID and password?

The following checklist should be used to assist in determining where the problem may be:
1. The user ID and password may have been entered incorrectly. The user ID must be what was
assigned to the user with the matching password.
2. The user may not be registered for this service.
3. The user account may be disabled or expired.
4. The user account may not have been activated.

If this difficulty persists, call the UPMC Health Plan Web Support Development Group at 1-800-937-
0438 for assistance.

What happens if the user forgets his or her user ID?

The user should call the UPMC Health Plan Web Support Development Group at 1-800-937-0438, or
send an e-mail to HPOnline@upmc.edu.

What happens if the user forgets his or her user ID and password?

There are three options available for the user to resolve this issue:

1. The user can e-mail HPOnline@upmc.edu for assistance. The following information should be
supplied in the e-mail: User ID, employer group name, contact name, and telephone number.

2. The user can call the UPMC Health Plan Web Support Development Group at 1-800-937-0438
for assistance. The Help Desk is staffed Monday through Friday from 8 a.m. to 5 p.m. (Calls
prior to 8 a.m. and after 5 p.m. will be answered by a voice mail system. Messages will be
returned during the next business day.)
The following information will be needed when calling the Help Desk: User ID, employer group
name, contact name, and telephone number.

3. Onthe log-in screen there is a feature that allows the user to request assistance. The user ID
and e-mail address need to be entered. Upon receipt the Help Desk with follow up with the
user.
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